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CLIENT CHALLENGE

In early 2018, one of the world’s largest retailers identified they were being frequently 
targeted by credential stuffing attacks. Using breached username and passwords, 
threat actors were gaining access to customer accounts to make fraudulent 
purchases, to the tune of millions of pounds per month. Attackers can then sell on the 
validated account via the Dark Web. 

The fraudulent activity not only cost the retailer directly, but also put the brand’s 
reputation at risk. Customers were continually locked out of accounts, asked to verify 
their legitimacy or required to reset their usernames and passwords following an 
attack, leaving many users feeling frustrated. 

Threat actors were using a combination of volumetric and sophisticated low and 
slow attacks to carry out the credential stuffing attacks. Attackers were able to 
bypass the protection put in place by the retailer’s existing WAF and DDoS vendor, 
requiring reactive manual mitigation measures to be taken by the business’s Security 
Operations Centre (SOC) team; putting strain on internal resources. 

“We had a team of ten people who were having to manually 
block IP addresses and user agents of credential stuffing 
attacks that could occur at any time. We had to make the 
business-critical decision to move to a proactive approach and 
improve our security.” - Security Operations Manager

THE SOLUTION: NETACEA

Focused on putting customers at the heart of everything it does, the business decided 
it needed to take a more proactive approach to protecting customer accounts from 
credential stuffing attacks.

After running a formal RFP, followed by proof-of-concept engagements with multiple 
suppliers, bot management specialist Netacea was selected as vendor of choice 
due to its unique, highly accurate approach to bot identification, the flexibility of 
implementation and the advanced mitigation options provided. 

Netacea integrated its API-based bot management solution into the customer’s existing 
technology stack, pulling data from the SIEM solution and pushing recommendations 
and actions back via Netacea’s API. 

CUSTOMER 
PROFILE

Global retailer with a significant 
eCommerce profile and loyalty 
points scheme.

• $70bn annual turnover

• Top 5 global retailer 

• 7000+ stores

RESULTS

• 650,000+ malicious login 
attempts mitigated per week

• Customer accont fraud costs 
reduced by £1.4m per month

• Internal product and security 
resources freed up to focus on 
business needs

“Netacea helped us successfully 
make the switch from reactive 
bot management to proactive 
identification and mitigation. 
Netacea has taken the pressure 
off our internal resources and 
we now feel confident that our 
customers’ accounts are no 
longer vulnerable to continual 
credential stuffing attacks.”

- Security Operations Manager
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THE NETACEA INTEGRATION

If a credential stuffing attack is identified, Netacea sends alerts to the SIEM solution 
where, depending on the risk score assigned to the visitor, the retailer can take a number 
of actions. These include: limiting account functionality; requesting further verification; 
locking the account; resetting the account. 

The retailer is now protected from both volumetric and low and slow credential stuffing 
attacks, freeing up their SOC team to focus on new and emerging threats.

BENEFITS OF THE IMPLEMENTATION

• Advanced mitigations prevent bots from re-tooling
• Integration enhanced existing security measures
• No additional latency added to the customer journey

THE OUTCOMES

In under 24 hours Netacea accurately identified several credential stuffing attacks 
targeting the site and within the first 30 days, detected over 650,000 credential stuffing 
attacks. Netacea also highlighted continued low and slow attacks that were flying 
under the radar of existing tooling. 

Netacea’s bot management solution enables the retailer to proactively protect customer 
accounts across the entire estate and facilitate over 100,000 customer logins every 
hour without adding any latency or friction to the customer journey. 

Working with Netacea, the retailer has realised significant cost savings, with a reduction 
of £1.4m per month in fraud costs from breached customer accounts. 

Alongside fraud savings, Netacea has reduced the strain on the retailer’s internal 
resources. Internal teams are no longer reliant on manual intervention and are freed up 
to focus on other business priorities.

ABOUT NETACEA

Netacea provides an innovative 
bot management solution that 
solves the complex problem of 
account takeover and malicious 
bot activity for its customers, in 
a scalable, agile and  intelligent 
manner, across websites, mobile 
apps and APIs. 

Our Intent Analytics™ engine 
is driven by machine learning 
to provide an in-depth analysis 
into all traffic to your site. This 
gives us an incredibly fast and 
comprehensive understanding 
of human and automated traffic 
behaviour, enabling us to identify 
and block bots in real-time with 
unparalleled accuracy.

With machine learning at 
the heart of our approach, 
our technology provides an 
innovative and profoundly 
effective solution that is 
configurable to your environment 
and adapts to changing threats.

Netacea Splunk Integration

Netacea provides advanced insight and visibility into your web traffic, 
allowing you to create powerful actions based on deep machine learning 
insight, using APIs. Visit Netacea.com to find out more.


